Cambridge House Independent Advocacy Service

Cambidge House

Privacy statement

Introduction

The General Data Protection Regulation (GDPR) (EU) 2016/679 is a regulation in EU law on data protection
and privacy for all individuals within the European Union and the European Economic Area. It also
addresses the export of personal data outside the EU and EEA. It comes into force on 25th May 2018. The
following paragraphs contain information about the GDPR and how it may affect you where there are
circumstances that Cambridge House collects, holds and processes your personal data.

To understand the General Data Protection Regulation (GDPR) (EU) 2016/679 completely please refer to
the following link: https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-
gdpr/

Overview

At Cambridge House we provide independent advocacy to vulnerable adults who require this or entitled to
this in a variety of circumstances. This may be because of their being referred for support by a public body
such as alocal Council. This might be because they are eligible for advocacy support through legislation
such as the Care Act 2014, the Mental Capacity Act 2005 or the Mental Health Act 1983.

We also provide independent advocacy support which is not covered by legislation. We call this type of
independent advocacy support, non-statutory. In non-statutory circumstances you may refer yourself or be
referred by someone else, but it is not because of a legal obligation upon someone or an organisation.

We collect, hold and process information, including some personal data about you. This allows us to
provide our services to you more effectively.

We understand that your personal data is important to you, and we have a responsibility to you regarding
the information we hold about you, to ensure that the information we collect, and use is done so
proportionately, correctly and safely.

We are committed to safeguarding your privacy and here we explain how we will manage your personal
information.

Our details
Cambridge House is registered as a ‘data controller’ with the Information Commissioner’s Office (ICO). Our
registration details are:

Cambridge House, Unit F, Ground Floor, The Print Works, 22 Amelia Street, London SE17 3PY
ICO registration Z8543813.

Cambridge House's Data Protection Officer can be contacted as follows:

Katie Evans, Head of Administration and Corporate Services
Cambridge House, Unit F, Ground Floor, The Print Works, 22 Amelia Street, London SE17 3PY

E-mail: kevans@ch1889.org

Registered address: Cambridge House, Unit F, Ground Floor, The Print Works, 22 Amelia Street London SE17 3PY
Telephone: 020 4358 7000
Email: info@ch1889.org

Web: www.ch1889.org
Registered in England: Company No. 1050006 Charity No. 265103 VAT No. 802 6719 39
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The reasons for collecting your data

We collect, hold and use personal data received about you to enable us to provide services to you. This
information about you may be shared with us by a public body who has contracted with us to provide you
with a service, normally independent advocacy. In some circumstances, we may collect this information
from you directly. For example, when you complete a referral form for independent advocacy support.

The amount and type of information we hold on you depends on the services we are providing to you.

What is ‘personal data'?

'Personal data' means any information relating to a person who can be identified, directly or indirectly, from
that information. This could include your name, your address, some form of identification number such as
your National Health Service number, or an online identifier (such as IP address on the Internet)

What data do we collect?

The personal information we collect might include name, e-mail address, postal address, telephone
number and the nature of your enquiry. We may also collect sensitive personal information such as date of
birth, ethnicity and other information required to allow us to review whether our services reach all sections
of the community (which may be due to a contractual obligation under any funding we receive for providing
the service), and information about your advocacy need which may include details of a personal nature if
this is required for the purpose you have contacted Cambridge House.

What do we use data for?

If you have contacted us for advocacy support directly, or been referred to us by another person, we will
only use the information provided to help us collaborate with you and to record information required by the
organisation that funds us for the work (such as a local authority). We may also use the information to
assist us to monitor the quality of our service.

Data protection Principles

When we process your personal data, we will do so in accordance with the data protection principles.

These principles are designed to protect you, and ensure that we:

= process your information lawfully, fairly and in a transparent manner

= use your information for a specified, explicit and legitimate purpose and not further processed in a
manner that is incompatible with that purpose

= only obtain adequate, relevant and limited information to allow us to carry-out the purpose for which it
was obtained

= ensure the information we hold about you is accurate and, where necessary, kept up to date

= keep any information for no longer than necessary for the purposes for which it was collected and

= process your information in a manner that ensures appropriate security of your personal data,
including protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures.

What is our legal basis for processing the information?

The processing of 'personal data' needs to be done ‘lawfully.’ There needs to be a 'legal basis' for

processing the data. There are several conditions that, if they apply, means that the data is being

processed 'lawfully'. However, there are some exemptions to this. For a more detailed explanation of the

'legal basis' for processing data please refer to the following link: https://ico.org.uk/for-

organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
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Legal basis

You have given consent to the processing of your personal data for one or more specific purposes.

= Processing is necessary for the performance of a contract to which you are a party, or to take steps at
your request prior to entering a contract.

= Processing is necessary for compliance with a legal obligation to which we are subject. (For example,
processing staff personal data to comply with our legal obligation to disclose employee salary details
to HMRC)

= Processing is necessary to protect your vital interests or the vital interests of another natural person.

=  Processing is necessary for the performance of a task conducted in the public interest and

= Processing is necessary for the purposes of legitimate interests.

Your Consent

Obtaining your consent

There are some circumstances where it is necessary for us to obtain your consent to collect, hold and
process your personal data. This will be when we need the personal data to help us to deliver a service to
you. This will normally be where we are providing independent advocacy support to you. You will normally
be asked for your consent at the time that you make a referral, or a referral is made on your behalf.

In these circumstances your consent to process your personal data must be 'specific, informed, active and
affirmative'. This means that your consent must be clear and freely given by you after we explain what
further processing, we would like to do with your data. This means that you can make an informed decision
about whether you consent to the processing or not.

You are in control, and you can withdraw your consent at any stage by contacting the Data Protection
Officer at the above address. Please note that any processing that has taken place up to the time that you
withdraw consent will be considered lawful.

Recording and managing your consent

Once your consent is obtained, we will keep a record of when you gave your consent, the information that
was provided to you and how you consented. Your consent will be reviewed periodically to ensure it
remains appropriate, and as previously stated, you have the right to withdraw your consent at any stage.

Your rights

You have certain rights in relation to the personal information we hold about you. These may include:

= Right to be informed - you have a right to be told how we use your personal data. We communicate
the right to be informed via this privacy notice.

= Right of access — you have the right to request a copy of the information that we hold about you.

= Right of rectification — you have a right to correct data that we hold about you that is inaccurate or
incomplete.

= Right to erasure (right to be forgotten) - in certain circumstances you can ask for the data we hold
about you to be erased from our records.

= Right to restrict processing — where certain conditions apply to have a right to restrict the processing.

= Right of data portability — you have the right to have the data we hold about you transferred to another
organisation.

= Right to object — you have the right to object to certain types of processing such as direct marketing,
the performance of a legal task and scientific or historical research.
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= Right to object to automated processing, including profiling.

= The right to withdraw consent - If the legal basis for our processing of your personal information is
consent then you have the right to withdraw that consent at any time.

There are circumstances where your rights will not apply, for example the right to erasure will not apply if

your personal data is required for legal proceedings. To fully understand your rights please use the

following link: https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/

Not all these rights will necessarily apply to the personal data that Cambridge House holds. We do not use
your personal data for direct marketing or research. We do not use your personal data for profiling
purposes.

How to exercise your rights

You may exercise any of your rights in relation to your personal data by writing to us at the address above
by sending a Subject Access Request. You can download a Subject Access Request Form here. It will help
us to process your request quicker if you ensure that you confirm which right you wish to exercise along
with the reasons why.

Guidance Notes on how to complete the Subject Access Request form are attached as Appendices to the
form. We will respond to your request within 30 days.

Retention

We will only retain your personal data for as long as necessary and in accordance with our retention
schedule. When your personal data is no longer needed it will be securely deleted, except where such
retention is necessary for compliance with a legal obligation to which we are subject, or to protect your
vital interests or the vital interests of another person.

Security

Any information that we collect and process about you is stored and transmitted within the United
Kingdom and the European Economic Area only. Your personal information is stored online on a Cloud
based secure server systems architecture.

We take the security of your personal data very seriously and have systems in place to make sure that the
personal information is kept secure, accurate, and current. We will only hold your personal information for
as long as is necessary for the purposes for which it was collected, and it will be deleted in accordance
with our data retention schedule.

Information sharing

We will not share your information with other parties other than for the purposes of providing the service
you have contacted us about, although we may be required to share information with the council or other
organisation that is funding us to provide the service.

If we do share your information, we will ensure you have provided consent to enable us to do this, for
example when a service transfers to another provider, or if you have agreed specific information can be
used for a particular purpose.

Revision

We will continually review and update this privacy notice to reflect changes in our services and feedback
from service users, as well as to comply with changes in the law. When such changes occur, we will revise
the "last updated" date at the top of this notice.
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Complaints
If you wish to make a complaint about how we process your personal data, then in the first instance please
contact the Data Protection Officer in the 'Our details' section.

If you are still dissatisfied with how we have managed your complaint, then you have the right to complain
to the Information Commissioners Office (ICO). The ICO can be contacted as follows:

The Information Commissioner, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF

Telephone: 08456 306060

Website: www.ico.gov.uk
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